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1	Decision/action requested
This contribution proposes a new solution for key issue#4 of TR 33.861.
2	References

3	Rationale
This solution addresses key issue #4. DDoS attack triggered by malicious applications on the UE may lead to signalling overload on the CN. For example, when an attacker triggers DDoS attack to an AF by malicious application on the UEs, for infrequent small data transferring, the massive UEs may wake up together, and send the UP data in the NAS signalling to the same AMF/SMF at the same time, which may lead to signalling overload on the AMF/SMF. The massive UEs may also send the UP data to the same UPF/NEF at the same time, which may lead to signalling overload on the UPF/NEF.
The network should use a mechanism with thicker granularity to control the attack, e.g. per-group. Otherwise, since DDoS attack is triggered by massive UEs, it will involve additional huge control signalling or policies in the network in order to control these malicious UEs. 
The contribution proposes a Security-Property-Group assignment mechanism for IoT devices. The network assigns Security-Property-Group ID to the specific UE according to 3GPP IEs. The attacker may control massive IoT devices in the same Security-Property-Group ID to trigger DDoS attack so that the network could control them within Security-Property-Group. 
The contribution also proposes a DDoS mitigation mechanism on the CN. The CN could detect the UEs within the same Security-Property-Group independently, e.g. by counting for Security-Property-Group. When the CN is overload, it could control the UEs access to the CN or QoS policy within Security-Property-Group. 
4	Detailed proposal
********** START OF 1st CHANGE **********
6.X	Solution #X: Security-Property-Group-based Mitigation for DDoS Attack Triggered by Malicious Applications on the UE
6.X.1	Introduction
This solution addresses key issue #4. DDoS attack triggered by malicious applications on the UE may lead to signalling overload on the CN. 
In real world, an attacker may compromise a lot of IoT devices to trigger a DDoS attack, e.g. in 2016, 3 teenagers created Mirai which exploited a default weak password vulnerability to infect IoT devices. Mirai searched and compromised thousands of IoT devices who have the same vulnerability. Finally, they triggered a DDoS attack to a root DNS server after control one hundred thousand IoT devices, and shut it down for several hours, which cause large-scale disconnection on East Coast of the US.
In 5G, the number of IoT devices grows explosively, the situation will be even worse. The attacker may control larger number of IoT devices with a rapidly spreading worm (e.g. Mirai and its varietals). When the huge number of the IoT devices are commanded to trigger DDoS attack to the same AF together, it may be also a DDoS attack to the operator network, e.g. massive IoT devices send the NAS signalling with small data to the same AMF together, or massive IoT devices send the UP data to the same UPF/NEF together, etc., which causes signalling overload.
Currently, when the NEs are overload, the NEs may reject the UEs with low priority in order to avoid crash, but it is a DoS attack to some of the UEs in a sense. However, if the NEs does not do this, all of the UEs controlled by this NE may be DoS too.
The solution proposes a Security-Property-Group assignment mechanism to classify IoT devices who may be compromised by the same attacker. The solution also proposes a DDoS mitigation mechanism. The network assigns Security-Property-Group ID for each UE, detects the potential DDoS attack based on Security-Property-Group, and mitigates the DDoS attack towards the CN within Security-Property-Group. The solution will be more precise than current signalling overload solution.
6.X.2	Solution details
6.X.2.1	Security-Property-Group assignment mechanism
6.X.2.1.1	Principle of assignment
The attacker often exploits the same vulnerability to compromise a large of IoT devices. For Mirai, the compromised IoT devices have the same default weak username and password, because these compromised IoT devices have the same properties, e.g. the same application, operate system, hardware, Default Configuration, etc. If network finds a way to classify these properties into a group, the network may mitigate DDoS attack based on this group. We call it as Security-Property-Group. It will be more accurate and efficient to control the misbehaving IoT devices compromised by the same malicious applications.
In 3GPP, there are many IEs which are related to the properties above. An example for related 3GPP IEs is listed in table 6.X.2.1.1-1.
[bookmark: _GoBack]Table 6.X.2.1.1-1	an example Related 3GPP IEs for Security-Property-Group
	Properties
	Related 3GPP IEs

	Application
	Application Identity, e.g. Internal-Group Identifier, application ID, etc.

	OS
	ME Identity, e.g. SV in IMESV

	Hardware
	ME Identity, e.g. TAC in IMEI

	Default Configuration
	ME Identity, e.g. TAC in IMEI



The network may collect the 3GPP IEs above, classify the IoT devices by assigning Security-Property-Group ID derived according to those 3GPP IEs. This ID should be stored in the UE context in CN NEs, e.g. AMF, SMF, UPF, etc. The network may mitigate DDoS attack within the Security-Property-Group.
6.X.2.1.2	Assignment Procedure


Figure 6.X.2.1.2-1	Security-Property-Group Assignment Procedure
1. UE sends Registration Request message to the AMF.
2. The AMF retrieve security group related IEs, e.g. gets UE’s IMESV in NAS SMC, gets Internal-Group Identifier from UDM, etc.
3. The AMF assigns a Security-Property-Group ID according to the IEs described above. The UEs who have the same IEs will be assigned to the same Security-Property-Group ID.
4. The AMF sends the Security-Property-Group ID to other NEs, e.g. SMF, UPF, etc. 
5. These NE stores the Security-Property-Group ID in the UE context.
6.X.2.2	DDoS attack mitigation
6.X.2.2.1	DDoS attack on AMF/SMF
When an attacker triggers DDoS attack to an AF by malicious application on the UEs, for infrequent small data transferring, the massive UEs may wake up together, and send the UP data in the NAS signalling to the same AMF/SMF at the same time, which may lead to signalling overload on the AMF/SMF.
The AMF/SMF extracts UE ID (e.g. 5G-GUTI) from the NAS request message when receiving the NAS message, finds the Security-Property-Group ID in the UE context and counts for the Security-Property-Group ID. If AMF/SMF is overload, the AMF/SMF may reject the NAS request of UEs in the specific Security-Property-Group who behaves abnormally until the AMF/SMF is recovered, e.g. the counter for the specific Security-Property-Group ID far in excess of the daily average.
6.X.2.2.2	DDoS attack on UPF/NEF
When an attacker triggers DDoS attack to an AF by malicious application on the UEs, the massive UEs may wake up together, and send the UP data to the same UPF/NEF at the same time, which may lead to signalling overload on the UPF/NEF.
The UPF/NEF extracts UE ID (e.g. source IP or source MAC) from the NAS request message, finds the Security-Property-Group ID in the UE context and counts for the Security-Property-Group ID. If UPF/NEF is overload, the UPF/NEF may adjust a low QoS for the UEs in the specific Security-Property-Group who behaves abnormally.
6.X.3	Evaluation
TBD
********** END OF 1st CHANGES **********
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